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1 Microb-AI-ome as a whole 

Colorectal cancer (CRC) is the second most common cancer worldwide, but early detection significantly 

improves outcomes. Current screening relies on the faecal immunochemical test (FIT) to determine the need 

for a colonoscopy. However, FIT has a high false-positive rate leading to unnecessary and costly procedures. 

It is known that the microbiome is altered in colorectal neoplasia. The Microb-AI-ome project explores 

whether AI-assisted stool microbiome analysis combined with clinical and nutritional data can offer a more 

accurate, non-invasive, and cost-effective addition to national CRC screening programmes. In this project, 

federated AI will be used to facilitate international collaboration while improving data security and privacy. 

Patients in France and Ireland undergoing colonoscopy will be invited to contribute stool samples and 

relevant clinical and nutritional information. These data will be analysed through federated AI to develop and 

test improved screening approaches. 
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2 Background and Introduction 

The purpose of WP6 is the legal and ethical assessment of the activities in the Microb-AI-ome project and to 

provide legal and ethical guidance for these activities. This is achieved by a process of ethical and human 

rights impact assessment (with a special focus on data protection), which is carried out throughout the whole 

project and which is the centrepiece of WP6.  

2.1 The present deliverable in the context of the project 

Deliverable D6.1 contains a project-specific ethical and human rights impact assessment framework, which 

was developed in Task 6.1. This framework is a methodological framework. It is the methodological basis for 

carrying out the ongoing (impact) assessment of the activities in the Microb-AI-ome project and its results in 

course of the whole project until month 60. D6.1 at the same time constitutes the template for the Ethical 

and Data Protection Impact Assessment report (D6.4), which will be finalized in month 60. An important part 

of this assessment is the analysis of the legal framework applicable to the activities in the Microb-AI-ome 

project and the underlying relevant ethical principles and the deduction of requirements and 

recommendations from this legal and ethical analysis. This is also an ongoing task. A large part of this work 

has already been carried out and the results have been documented in D6.2. Large parts of these results were 

already continuously communicated to the whole consortium, primarily in the form of presentations and 

interactive sessions, partly also in writing. Based on this, as well as on their own expertise and experience, 

the partners in Microb-AI-ome which directly obtain, hold and process participant data,  

• Mater Misericordiae University Hospital (MMUH), 

• University College Cork – National University Of Ireland, Cork (UCC),  

• Institut National De Recherche Pour l'Agriculture, l'Alimentation et l'Environnement (INRAE) and  

• Assistance Publique Hôpitaux de Paris (APHP),  

as well as the coordinator Universitaet Hamburg (UHAM) have set up the adequate documentation and 

processes to carry out the processing of personal data necessary for the Microb-AI-ome project.  

These documents and essential elements of the continuous process of ethics and data protection compliance 

in the project, as an interplay of various elements, are documented in the present deliverable D6.3. 

 

Future results of WP6 will be documented in D6.4 jointly with contents of previous deliverables in order to 

achieve that the body of ethical and legal research and impact assessment results relevant for the Microb-

AI-ome project can in the end all be found in one document.  

2.2 Data Protection Management in the Project 

It can be reported that the partners in Microb-AI-ome, which directly obtain, possess and process participant 

data, MMUH, UCC, INRAE and APHP, as well as the coordinator UHAM, demonstrated to have the expertise, 

experience and institutions necessary to establish and maintain a legally and ethically compliant use of 

personal data for the purposes of the project. They involved the competent ethics boards and data protection 

officers/legal staff, and partner RI collected and reviewed the documentation of these processes, consent 

forms and participant information leaflets. These documents are not in full text part of the present report 

because D6.3 is a public deliverable. However, further details are documented in chapter 4 below. 
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3 Project-specific information on the processing of patient data and assessment  

According to the work plan, RI mapped out the project-specific information on the processing of patient data 

in order to provide it to the clinical partners to enable them to fulfil their obligations under Articles 13 and 

14 GDPR and to the Microb-AI-Net development team. 

As early as in months 1 and 2 of the project, partner RI therefore drafted the following informal document 

summarizing essential facts on the envisaged scientific data processing activities in the project and analysing 

them in terms of GDPR roles, GDPR legal bases and further GDPR requirements. The most important 

conclusion from the analysis for the project at that stage was the necessity to conclude joint controller 

agreements (JCA) between UHAM and each individual clinical partner. At this early stage the analysis was 

explicitly marked as preliminary. An updated analysis including these and other aspects can be found in 

deliverable D6.2. 

The information in the document was conveyed to the partners for several purposes: 

1. To establish of a common understanding in the consortium of the aspects addressed 

2. To enable the partners to fulfil their obligations under Articles 13 and 14 GDPR 

3. To support the partners in fulfilling all other obligations related to the processing of personal data, 

to establish the required legal bases and to obtain the necessary approvals 

4. To enable the partners to initiate the internal processes and inform competent staff/data protection 

officers/leal departments etc. about the activities in the project from a data processing perspective 

This section is about documenting the information flow in the project, hence the document, which was 

finished and sent out to all partners in the project on May 5, 2023, shall be cited here in full text, without any 

modifications or updates: 
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Legal working hypotheses for data protection in the  

Microb-AI-ome project 
This document briefly describes and analyses the research activities which will be carried out in the Microb-
AI-ome project by means of federated learning applied on the data in the participating French and Irish clinics 
from a GDPR perspective, including assumed roles of (joint) controllers, legal bases and other requirements.  

Introduction 

Microb-AI-ome builds upon federated privacy-enhancing AI technology recently developed by the H2020 
FeatureCloud.ai consortium, coordinated by partner UHAM (University of Hamburg). Consequently, the legal 
considerations in this document are based on the legal analysis carried out in the FeatureCloud project. 
Microb-AI-ome will connect data silos into a federated database network (Microb-AI-net) that registers 
the existence of data centrally but does not store the data itself. Federated artificial intelligence (AI) apps 
(Microbe-AIs implemented in CRC Profiler apps) can exchange intermediate parameters (model parameters) 
computed on local data through this network and learn from the distributed data in a fully privacy-preserving 
fashion.  
 

 
Figure 1 - Microb-AI-ome builds upon the basic FeatureCloud architecture: The participants (hospitals) run hardware 
and software in their institutions locally, where the actual processing of the medical data is carried out. The machine 

learning apps, i.e., the specific instructions for that data processing, are provided to each participant by the controller. 
The results of this local execution (i.e., the model parameters) are sent to the coordinator who assembles them to an 

overall result. This way no personal data ever leaves the institution where it was originally gathered.  
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Determination of GDPR roles in federated learning 

The following scenario is assumed as a basis for the analysis in this document: Using the FeatureCloud 
Platform and App Store, on which the work in Mircob-AI-ome builds upon, the coordinator UHAM creates 
machine learning projects, assembles machine learning workflows, and invites the involved Irish Clinics, in 
particular MMUH (Mater Misericordiae University Hospital and National Cancer Screening Service, 
Department of Gastroenterology) and the involved French clinics, in particular APHP (Assistance Publique 
Hôpitaux De Paris, Hôpital Avicenne Service de Gastroentérologie) as participants. They install servers and 
software in their clinic in order to be able to participate. This way the participants provide medical data 
gathered in their institution for federated learning without that data ever leaving their institution. UHAM 
does not assume the role of a participant because it does not have its own data and will therefore not train 
local models itself. From the perspective of data protection law, it needs to be determined who in this 
fundamental scenario is in which role foreseen by the GDPR (i.e. controller, processor and in particular joint 
controllership). 

The participants run hardware and software, including FeatureCloud software, in their institutions locally, 
where the actual processing of the medical data is carried out. The machine learning apps, i.e., the specific 
instructions for that data processing, are provided to each participant by the coordinator (UHAM). Data 
processing is only carried out if the respective participant actively starts the local execution of a machine 
learning app received by the coordinator. In a second step, the results of this local execution, which can be 
referred to as model parameters, are sent to the coordinator who assembles them to an overall result. 
Depending on the machine learning methods applied in a specific workflow, this can happen either only once 
or several times in a row so that new instructions are sent from the coordinator to the participants and new 
model parameters are sent back from each participant to the coordinator. For the purpose of this analysis, it 
is assumed that all data leaving the participants, i.e. the model parameters sent from the participants to the 
coordinator, is not personal data within the meaning of Article 4 (1) GDPR. This does not only follow in 
principle from the way federated learning is functioning, but there are also safeguards in the design and 
implementation of FeatureCloud and Microb-AI-ome to ensure this in practice (on this issue see e.g., Song et 
al 2017).  

Since each participant individually decides which data it provides for research in the Microb-AI-ome 
project, is and stays in control of this data and individually starts and carries out the actual processing of 
the data, we consider each participant to be the controller within the meaning of Article 4 (7) GDPR 
regarding the processing of the personal data within its institution. In this way each controller determines 
the purposes and means of the processing of the personal data within its institution. 

However, the coordinator (UHAM) also takes a role in determining the purposes and in particular the means 
of processing as it determines the specific apps which are applied to the data through its central role as a 
coordinator of the federated learning. So the coordinator as a consequence of its expertise in machine 
learning indirectly controls what exactly is done with the data by selecting and parametrising the machine 
learning apps, and the participants as the actual holders of the personal data directly control that these apps 
are executed and on which particular data of which particular data subjects they are executed, while the 
coordinator does not even know the particular data subjects the data stems from. Therefore, we consider 
the coordinator (UHAM) to be a joint controller together with each individual participant regarding the 
processing of the data on each individual participants premises. 

It is important to note that this is a star-shaped relationship where there is no specific relation between the 
individual participants. They all control the processing of the personal data within their individual institution, 
each influenced by the coordinator selecting and parametrising the machine learning apps but a participant 
does not influence the processing of the data by any other participant. 

Therefore, no joint controllership amongst the participants should be assumed. In the case of a 
parameterizing organisation and several data contributors, the ECJ does not assume joint controllership 
between the data contributors, but assumes a star-shaped joint responsibility - emanating from the 
parameterizing organisation (Tietosuojavaltuutettu v Jehovan todistajat 2018). 
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In their joint paper (AEPD, EDPS, 2022) the Spanish data protection agency ('AEPD') and the European Data 
Protection Supervisor ('EDPS') imply that participants in a federated machine learning system should be 
qualified as separate controllers in their own right, as they deliberately describe them as "each controller", 
notably without including the possibility of the existence of a coordinator. 

Legal basis 

Legal basis of the participant 

From a participant's perspective, the data it uses to train the local model should be qualified as personal 
data, because either the records include identifying information in itself or it is usually possible that the 
participant links a pseudonymized record in the research data to the original patient data in the clinic. 

As regards the legal basis for processing patient data for research purposes, for the participant the 
participation in the Microb-AI-ome project and in particular in federated learning workflows as described 
above does not make a systematic difference. As the data is regarded as personal data from the perspective 
of the participant and it is the participant who actually processes the data, as described above, the 
participant requires a legal basis under GDPR in the same way as if it would process patient data for 
research purposes on its own. Such legal basis can be Article 9 (2) (j) GDPR in conjunction with national 
legislation under Art 89 GDPR (research privilege) or it could be the explicit consent of the data subjects 
pursuant to Article 9 (2) (a) GDPR. The conditions for a legally valid consent are primarily defined and set out 
in Articles 4 (11) and 7 GDPR. However, this does not necessarily mean that an already existing consent can 
serve as a legal basis for the research planned in the Microb-AI-ome project. This depends on the details of 
that existing consent, in particular on the given purpose, and therefore cannot be further scrutinised in this 
document. 

Legal basis of the coordinator UHAM 

As outlined above, the coordinator will process non-personal data in the form of the model parameters it 
receives from the participants in the course of federated learning workflows and will engage in a joint 
controllership with each individual participant. It is important to note that joint controllership does not 
constitute a legal basis for processing by several controllers on the one hand, nor does it require a legal basis 
for several controllers to join together on the other hand. Insofar as a particular controller within the scope 
of the joint controllership processes personal data, this particular controller requires its own legal basis for 
this processing operation (DSK 2018, p 1). This is also supported by the wording of Articles 6 and 9 GDPR 
which clearly state that a legal basis is required for the “processing” of personal data. The term “processing” 
is defined by Article 4 (2) GDPR as follows: 

“...any operation or set of operations which is performed on personal data or on sets of personal data, 
whether or not by automated means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, restriction, erasure or destruction.” 

Notably this list – although demonstrative – only includes holding the data and actions with the data, i.e. 
operations with very direct impact on data, and no actions that may have only indirect effect on the data 
such as the determination of the purposes of the data processing. To summarise, a precise analysis leads to 
the conclusion that the GDPR ties the requirement of a legal basis to actually processing personal data and 
not to being in the role of (joint) controller.  

A coordinator who enters into a joint controllership with a participant but does not process any personal 
data itself, as described above, is therefore not required by the GDPR to have an own legal basis. Only each 
participant, for actually processing the data, needs to have a legal basis in accordance with the GDPR as 
described above, regardless of the presence of joint controllership. To repeat, this conclusion only holds true 
if the model parameters sent from the participants to the coordinator do not contain personal data (e.g., 
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data leakage through the model parameters must be prevented; see e.g., Song et al 2017) so that the 
coordinator does not process personal data itself. 

Contractual and information requirements  

Entities that enter a joint controllership are under Article 26 (1) GDPR obliged to determine transparently in 
an agreement who of them fulfils which of the obligations incumbent on them (jointly) under the GDPR. As 
argued above, the coordinator UHAM assumes joint controllership with each participant (currently especially 
the involved clinics MMUH and APHP). Thus, UHAM has to conclude an agreement with MMUH and APHP 
that allocates the aforementioned obligations. 

The agreement has to state clearly that joint controllership between UHAM and the respective participant is 
present and how each controller takes part in the decision on the means and purposes of the respective 
processing and which controller shall fulfil which particular obligation under the GDPR. Following Article 26 
GDPR, the agreement enables joint controllers to distribute particular GPDR responsibilities among each 
other, as far as that is reasonably possible. According to Article 26 (2) GDPR the agreement must reflect the 
respective roles and relationships of the joint controllers towards the data subjects. As the participants 
specifically process data, it lies closer to them to comply with the rights of the data subject (Articles 12-23 
GDPR). Presumably the same holds true for fulfilment of notification obligations in the event of a personal 
data breach (Articles 33, 34 GDPR) insofar as it happens within the confines of the participant.  

According to Article 26 (2) GDPR the “essence” of the agreement shall be made available to the data 
subjects. In contrast to the information pursuant to Article 13 or 14 GDPR, this content does not have to be 
actively provided to the data subjects and could, for example, be made available on a website (see Horn 
2021, Art 26 para. 38). The essence of the agreement is to be understood as substantial aspects from data 
protection perspective, which for example concern the allocation of responsibilities as well as the very 
existence of a joint controllership, but do not comprise the entire content of the agreement (see Horn 2021, 
Art 26 paras. 37-39). This will therefore entail any information a responsible and reasonable person needs to 
scrutinise the legality of the processing as well as to exercise the respective rights of the data subject, and 
will in the context given primarily include the availability of information on the following aspects: 

− Names and contact data of every controller, 

− purposes of the processing, 

− influence on the decision on purposes and means of the processing 

− a functional description of the processing, tasks and capacities of each controller, as well as information 
on who is processing which data (easy in the given case because all processing is carried out by the 
participant) for which purposes 

− allocation of responsibilities according to GDPR (see in detail Horn 2021, Art 26 para. 41). 
 
With the exception of allocation of responsibilities this closely corresponds to the standard information 
duties pursuant to Article 13 (1) (a) GDPR. It is therefore recommended to include that information in the 
information sheet which exists anyway for complying with Article 13 GDPR.  

Conclusion 

The preliminary analysis in this document, based on the scenario and conditions outlined above, lead to the 
working hypothesis that the research on clinical data in Irish and French clinics as planned in the Microb-AI-
ome project by means of federated learning, coordinated by UHAM, does not require a legal basis for UHAM 
in addition to the legal basis of the clinics for research on the data. This is based on the premise outlined 
above, which needs to be assured by safeguards, that the federated learning entails processing of personal 
data by the clinics but not by UHAM. What is required, however, is that UHAM and each single participant 
(i.e., clinic operator) enter into a contract pursuant to Article 26 GDPR and that additional information is 
provided to the data subjects pursuant to Articles 13 and 26 (2) GDPR as outlined above, most importantly 
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regarding the purpose(s) of processing, the existence of joint controllership and in particular information 
about the “additional” (joint) controller UHAM. 
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4 Legal arrangements made based on this analysis and ethics board applications 

On the basis of the preliminary legal analysis above, later confirmed by a more thorough analysis documented 

in D6.2, two Joint Controller Agreements (JCA) were drafted based on the same template, negotiated and 

signed, involving UHAM and the French partners on the one hand, and UHAM and the Irish partners on the 

other hand. The JCA template has also already been used for agreements extending the range of research 

participants providing research data beyond the Microb-AI-ome consortium. 

As, in the default setting, the microbiome data and additional data is obtained during project runtime and 

directly for the purposes of the Microb-AI-ome project, the clinical partners rely on the legal basis of explicit 

consent (Art 6(1)(a) in conjunction with Art. 9(2)(a) GDPR; for further details see analysis in D6.2). The specific 

(blank) consent forms and participant information sheets used, among other documents, have been collected 

by partner RI in WP6.1 At the time of writing this relates to the following documents in the respective latest 

version: 

Ireland:  

• The Mater Hospital/BowelScreen/Microb-AI-ome Participant Information Leaflet, Version 4, October 

2025 

• The Mater Hospital/BowelScreen/Microb-AI-ome Consent Form, Version 3, October 2025 

• Mercy University Hospital/Microb-AI-ome Study Protocol, 1 June 2023 

• Mercy University Hospital/BowelScreen/Microb-AI-ome Participant Information Leaflet and Consent 

Form, Version 3, 28 May 2023 

France: 

• INRAE MGP/Le French Gut – colo PROTOCOLE, Version 6, 29 May 2026 (INRAE-MGP-2023-02 / ID 

RCB: 2023-A01941-44) 

• INRAE MGP/Le French Gut – colo NOTE D’INFORMATION & DE CONSENTEMENT, Version 6, 29 May 

2026 (ID RCB: 2023-A01941-44) 

• INRAE MGP/APHP Patient Flyer “Le French Gut - colo”, Version 2, 14 February 2024 

 

The following applications to the competent ethics boards and corresponding approvals and further 

approvals have been collected by partner RI in WP6: 

Ireland:  

• University College Cork, Professor Micheal O’Riordain, Application to the Clinical Research Ethics 

Committee of the Cork Teaching Hospitals, 23 May 2023 

• Clinical Research Ethics Committee of the Cork Teaching Hospitals, University College Cork, Approval 

Letter, 26 September 2023 

• MMUH STANDARD APPLICATION FORM For the Ethical Review of Health-Related Research Studies, 

which are not subject to National Research Ethics Committee Review, Version 2, 12 October 2023 [ 

• MMUH Research Ethics Committee, Approval Letter, 27 January 2026. 

 

 
1 As this is a public deliverable it was decided that they are not documented in full text here. 
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France: 

• INRAE, Formulaire de demande d'avis au Comité de Protection des Personnes pour une recherche 
mentionnée au 3° de l'article L. 1121-1 du Code de la Santé Publique (including appendices), 14 
September 2023 

• Comité de protection des personnes Sud-Est IV, Avis sur une demande initiale (2023-A01941-44), 
Avis favorable, 7 December 2023 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 14 March 2024 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 11 July 2024 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 3 January 2025 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 19 December 2025 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 31 March 2026 

• Comité de protection des personnes Sud-Est IV, Avis sur une modification substantielle (2023-

A01941-44), Avis favorable, 15 July 2026 

• Commission nationale de l’informatique et des libertés (CNIL) AUTORISATION, 15 February 2024 
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5 Conclusion, next steps 

The present report summarizes the GDPR-related information provided by partner RI to the partners which 

directly obtain, hold and process participant data in the Microb-AI-ome project (MMUH, UCC, INRAE and 

APHP) and the measures taken by these partners in relation to the human participants involved in the project. 

These measures include in particular data subject information and consent processes on the basis of the 

GDPR provisions analysed in D6.2. In addition, the applications to the competent ethics boards, including the 

approval letters, which were necessary for carrying out the research in Microb-AI-ome, were collected in 

WP6 and documented in the present report and the partners have been advised accordingly. The 

aforementioned documents are not in full text part of the present report because it is a public deliverable. 

Chapter 4 provides a comprehensive list. 

Continuous monitoring by WP6 of the partners’ ethics and data protection compliance processes in the 

project has shown that the named partners, as well as the coordinator UHAM, have the expertise, experience 

and institutions necessary to establish and maintain a legally and ethically compliant use of personal data for 

the purposes of the project. They involved the competent ethics boards and data protection officers/legal 

staff, established the required legal bases and processes and obtained the necessary approvals. 

These compliance processes as well as the identification and analysis of relevant legal and ethical issues in 

Microb-AI-ome are being continued as part of the ongoing ethical and data protection impact assessment 

which accompanies the entire project and continuously feeds recommendations and requirements into the 

relevant processes of the project. All further results together with relevant parts of the content of previous 

deliverables will be documented in D6.4, which is envisioned as the comprehensive collection of all ethical 

and legal research and impact assessment results relevant for the Microb-AI-ome project. 
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